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1.

1.1.

1.2.

ZAERZ

k]

LARAEN TR RGISAT S — 26152 B R HRE 2 18 Fr A ARG (1 S A e B g
KEAMWA RS —RAMENE 8L ZRRERPERBERN, #IR T — AT
B EE A e R A

N T ORIESE — SRR QIR R AW, BN — DA HATRE BUE A AE ROM H, FRZNANH]
515 (IBL). HEs A gBie v & Rah)E, AR EibRERE, KRGk El IBL
KIBATE %45, AR AARER S BIILEE — 250 B 7RG (TS

FBATHATEF B, BHE FLASH 71k, Frz Am 225§ (MBL). IBL £ 15146 1E MBL K]
HIEVER RN, WubE s, 4 REREE 2] MBL.

JE T AT HATRE B, 7T DAKEE FH Pk e FLASH 50 SRAM. 0 B Bk ig i, 24
BORACIDAAE FLASH 1217, IR#ERE &S, JFHmEN T AT BT PSA HEHRIET
(PROT), MNAE(EIRIET (AROT) MIEL4FE)F (NSPE).

Sl SR EERNAE 1-1. 5/ 8 E, Hd IMAGE 215 PROT. AROT F1 NSPE —# &1k,
AROT RIERE S B m 2, KA SDK i %,

B 1-1. 5 iR

MBLIHd 5E IMAGE it i 4 1IE BIAGAL TERL WG 7E R

PSAHE N FARAE AR Bl seria
(PROT) (AROT) (NSPE)

FLASH #%)

FLASH 3% W & 1-2. FLASH #8). FLASH iZ#a3 it/ Ay ze 43 hk (0x0c000000) F1dE
4 FEHhE (0x08000000), MAAfit=s Al N L @, 24 tbtvin, k2 fHEZ
b . T SR T ARRAAIR, & 1-2. FLASH AV 2 4 B il 45 K15 BH 4305 43 1)
AN AR
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1.3.

& 1-2. FLASH #1%1

0x0C000000

System Setting

MBL

0x0C008000

System Status

0x0CO0A000

IMAGE 0

IMAGE 1

Security Data

User Data

0xOC1FFFFF

PROT

AROT

NSPE

SRAM #i %)

SRAM #i) W & 1-3. SRAM #¢/. SRAM 24 FE 73 %2 4 Fe Mkl (0x30000000) i
gl (0x20000000), 4fEfEasal By 2 @Ry, 2 ahtvrin, kAR 4
HhEDT IR o [ LR 22 A il g 51 R 158 B 453 23 R 20 R VO

& 1-3. SRAM #iR)

0x20000000 ROM used
0x20000200 Shared data
0x20000A00 MBL used
PROT used
AROT used
NSPE used
0x2006FFFF
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2. B E
MREBHZ BTN, HE®RE EFUSE LK Flash i . HE & SIP Flash, #HE
& EFUSE 1 Flash £ 5175 . 1R & QSPI Flash, {XF&E % & EFUSE.
1HHS image-mp.bin, T O TH, MBHELLFENTRKKEIAGS, KELENSH.
2.1. SIP Flash

m 537 (EFUSE)
- KRR FIEETIT.
- #efusesetctl 1
B XERIUFED (EFUSE)
- BIEEDYOE ROM 252Ul MBL BEIEANEBREENE, mRARRE, MARK
R A HIEAT RE %22 R 5
- #efuse set tzctl 0xcO
B % & ROTPK (EFUSE)
- ROTPK HIREGIE MBL [ 4 ANIET, B 7F= 07150 5 % Zr 8T AT 15 4E 58]
T, PAUR A ROTPK AT DASSHIE A AR (1) SDK A s IEF A 1. ¥ 8 tzetl (1
BIT2 2 Jm, ROTPK#HifE, Afgdidh. Tikdr$rh ROTPK i (il
- # efuse set rotpk
fOcc01c8a384bdc8694b254f4dd3f8b86a25ae6ca2082¢838e780e42¢c2b157a2
- #efuse settzctl 4
B {#ifE Trust Zone (FLASH OP)
- f#ifE Trust Zone Jf¥ SPC ¥ E J 0. OXAA AR LA 0, 0x55 Tk
TR 0.5, Ox 11 FRELLRY N 1.
- #fmcob set obr 0x80AA
B % #H SECMARK (FLASH OP)
- Fff4y SECMARKIO-3]n] LLARIC B FLASH %24 XIkyaH, a2 A0h:
- fmcob set secmark <index> <start page> <end page>
- M+, index }y 0-3, [start page, end pageliilH N A% 445 E, page K/NHN 4KB.
REFERIE A A O FLASH ik, #5 PROT [E 42 # 1) Page Index % end
page, JF HiE tH PROT M KFtIEZMK K 78] . SECMARK (174l 52 %
GD32W51x User Manual.
- #fmcob set secmark 0 0 0x39
B % E AESK (EFUSE)
- ANET. GnALERFEEAEINE, ERERSENESEH. FEEERL, —HRS
Ja i R RRIZ AT AESK e (lE A, TovEFHR A, BLT AESK 75 B IR E 6 A2 et 4
FAZ AR & usctl [ BITS 2 )5, AESK #i#ifE, ANEmpiR. FTida4h
AESK HE N A .
- #efuse set aesk 112233445566778899aabbccddeeff00
- #efuse set usctl 0x20
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2.2,

QSPI Flash

B 53h (EFUSE)
- CKRARRBEIRIET T
- #efusesetctl 1

B XERUFED (EFUSE)

- BEIESHUE ROM 252Ul MBL BEIFANE-BR &k, mRRKE, MASK
ik, WHNRA HIEIREZ R3],

- #efuse set tzctl 0xcO

B % & ROTPK (EFUSE)

- ROTPK HRIGIE MBL [E 22 FIIETS, "B M7= 07151 255 BF 89 AIIE 18 )
5, PR ar 48 ROTPK AT LURHIE & AT ) SDK A BRHE TS AIE . & tzetl
BIT2 ZJ5, ROTPK ##ift:, ALMaiih. Tikar4+ ROTPK Hdla U Na s .

- # efuse set rotpk
fOcc01c8a384bdc8694b254f4dd3f8b86a25ae6ca2082¢838e780e42¢c2b157a2

- #efuse settzctl 4

B {§AE Trust Zone (EFUSE)

- #efuse settzctl 1

B % & AESK (EFUSE)

- AR GRLEREE FEARINE, ERERSENE . FEEERE, —HRE
JEuk R B2 AT AESK A KT, ToikFHRE. LR AESK 75 ZEER [E {4 sl A
FEHAE R . W5 usctl [ BITS 2 )5, AESK #8ifE, ANEmpiin. Tidam4h
AESK #Hi A J9iE .

- #efuse set aesk 112233445566778899aabbccddeeff00

- #efuse set usctl 0x20
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3. [ 4. 14

3.1. I

3.1.1. Keil uVision
N7 I FF Arm® Cortex®-M33, il %% uVision 5.25 K& LA EIRIRA

3.1.2. Python
HL 24 Python3, %352 J5, 1517 %SDK%\setup.bat, £ [ 3] %35 ] 1 4 45 i A 75 22 FH 21
o AT IR Python BARURIN R G305 A 2 PATH .

3.1.3. OpenSSL
W2 Windows, #1435 OpenSSL1.1.1. “ZH I J5 ¥ OpenSSL B IN RS AL
& PATH 1,

3.2. B kg =X
WEEEAAPIM, R, —FRIRA.

3.21. H A

AR SRR B R, BB FLASH M. B e EmnaEs g 1-2.
FLASH #%J, System Status 1 User Data [XI8{#i/f] OxFF %25, IMAGE1 7750 & 14
(image-mp.bin), IMAGEO 7]/ [ 1 (image-all.bin), Security Data £/ 5 134k, #lin=
Ui FR 45 2 2 R IR B 4 IE A5 55

pesJa, BONBREERPE 4. I 5EaE, FHA S D S DI R 4R, o i
JREERFH

ASORBIRTH T A LUK AT B SDK 2t  HATBL R4

%4 AROT;

%H Security Data;

HWHGHET, MBLIEF A NSPE iE;

A THATRE P B E B B S5, MBL EfHE R, PROT [R5 £/ NSPE
B

AR g R N B 31, T B R AT, A A R R X0 e
N
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3.2.2.

3.3.

3.3.1.

B 3-1. ) EfErEE

System Setting

MBL

Padding with OxFF

MAce| PROT

oM 0 NSPE

bytes )
Y 1| Padding with OxFF

IMAGE PROT

T | MP NSPE

Padding with OxFF

MBL manifest

MBL cert

PROT manifest

NSPE manifest

NSPE cert

FEE

TR 40248 IMAGEO 5% IMAGE1, &K [E 1557 LA IMAGE A #472, PROT. AROT #ll NSPE
=HBARE R . T NSPE FEHH PROT. AROT #4EIIARSS, PRIk Bk — &1t
NSC %, Bk X W W R 0esh, NSPE WAi[AD 8. % EF] PROT. AROT Mi%
JEATREIN, TR RS T B, R = S — R g — . A SOREI A Bt % E AROT.

IMAGE ¥ i 4~ 5 1 NSPE A 5 kACH .
EEAEH HTTPS th Ok Mz ik 45 X N bl A 2. FRErnE L 3-2. AREHEr

BA.

K 3-2. AZEHEREE

HTTP header

‘ Packet 1 {

PROT manifest
‘ Packet 2 ‘
IMAGE | NSPE manifest
...... NSPE cert
‘ Packet n ‘
Checksum
] 4o 2

AN AR 5[] A2 0 T2 AT S 2 AR S ST P B A o

B

DL MBL A5, W.F & 3-3. FifEdI##5=, MBL WJH#TH%5 Payload #if ZE7E [f £ B,

10
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R ERAIE
K 3-3. EfFaEAm
‘ System Setting ‘
| MBL ‘ MBL Manifest | Header |
| System Status |  Pajoad
S ‘ Digest ‘
IMAGE 0 | MBL Certificate | " Pxhasn
‘ Signature ‘
‘ Measu}ement ‘
IMAGE 1
‘ Security Data ‘
‘ User Data ‘
3.3.2. FHAE T A4 L

FES P BARRIBR 21T, A LB TR P AR A, DR T /T e 2 X FIE S

—HBEAER=AEY, 7252 ROT #H0%t . MBL % H14 Il NSPE #91%} . &£ 4 M =1
WEFS, 42 ROT UE+: . MBL iEH A NSPE 1iE45.

FTFF Window CMD & [T, PI#e2 F SRR A7 ZAHFNE T H 5 %SDK%\scripts\images\, # T~
SRAR AN T SCIR i 2 A 7 7 B FH 380 0 B B FE

ROT Z4AXT AL+

AR ROT #4A%T: penssl req -key rot-key.pem -new -out rot-req.csr

11
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E 3-4. Ak ROT 4%}

D:=“workstestropenssl req —newkey ED25519 —new —out rot-reg.csp
Generating a ED25519 private key

writing new private key to 'privkey.penm’

Enter PEM pass phrase:

Verifying — Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

WWhat you are about to enter iz what iz called a Distinguizhed NHame or a DN.
There are guite a few fields but you can leave some bhlank

For some fields there will bhe a default value.

If you enter *.*', the field will he left blank.

Country Hame (2 letter code) [AlUl:cn

Gtate or Province Name (full name?> [Some—Statel:js

Locality Mame (eg,. city) [l:sz

Organization Mame {eg, company?} [Internet Widgits Pty Ltdl:igd
Organizational Unit Mame <eg, section?> [1:

Common Hame {e.g. server FQDN or YOUR name> [l:gigadevice.com
Email Address [1:

Please enter the following 'extra’ attributes
to be zent with your certificate reguest

A challenge password [1:

An optional company name []1:

FHEEE PEM %0, ACERIMER “123456787, ARG IKIUASIEBIERMXEE, WRIE
2133 privkey.pem F/ rot-req.csr. ' privkey.pem mi/& ROT FA5H, N T X4y, RAHEEHE
%N rot-key.pem. HTAHATTCLHFAAIES K, AL T EAERH.

> move privkey.pem rot-key.pem
AR ROT UEH, HI'E4h MBL E- 12544
> openssl x509 -req -in rot-req.csr -signkey rot-key.pem -out rot-cert.pem -days 3650

B 3-5. 4k ROTiEH

D:workstestropensz]l x589 —req —in rot—req.csr —signkey rot-key.pem —out rot-cer
t_pem —days 3658
Signature ok

zuhject=C = cn, 5T j= = = gigadevice.com
Getting Private key
Enter pass phrase for rot—key._pem:

rot-req.csr &E5IER, FA1HH rot-key.pem H 254 4 1k rot-cert.pem.
X0 T B O\ LT BB ) PEM %565 “12345678”7, 2 )b 4342 i rot-cert.pem.

3158 ROTPK: > openssl pkey -in rot-key.pem -pubout -out rot-key.txt -text

15 FH BT ) i 23845 rot-key.txt, WU & 3-6. ROT Z842%, ¥ H i “pub” #7547
Tk, BLEH KT ERS 2| EFUSE 1) ROTPK.

12
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K 3-6. ROT AR

————— BEGIN PFUBLIC EEY———
NC owBOTDE 2VihvEANxF WA JpDF t viWrk 9+vP 20 U9 Jk+F cPRELT 1 CsUZNPO=
————— END FUBLIC EEY————
EDZ5519 Private—Kew:
priv:
3hibariciee:d9:baicd i BeB7:30:b3: 1d caaeed:
Df:fh:56:12:62aa:2c: 3929868442 08:00:
26:29

pub:
BE:11:5F: 09 dEe9:0c:bh B 00 b9:3d: fa: 3 el:
Bl:0f: 54 f6:39:5e:1b:co:d0e9:b2:22:0a:ch:19:
30:f4

MBL 24X FHES
£ % MBL Z43%f: > openssl req -newkey ED25519 -new -out mbl-req.csr

& 3-7. 4 MBL &49%+

D:=“work+test>openssl req —newkey EDZ55%19 -new —out mbl-regq.csr
Generating a ED2551% private key

writing new private key to ‘privkey.pem’

Enter PEM pass phrase:

Uerifying — Enter PEM pass phrase:

You are ahout to bhe asked to enter information that will bhe incorporated
into your certificate request.

What you are about to enter iz what is called a Distinguizhed Hame or a DH.
There are gquite a few fields but you can leave some hlank

For some fields there will be a default value.

If you enter *.*,. the field will he left blank.

Country Mame <2 letter code? [AUl:cn

Btate or Province Name ¢full name) [Some—Statel:js

Locality Name (eg. city» [l:os=

Organization Hame (eg. company? [Internet Widgits Pty Ltdl:gd
Organizational Unit Name (eg, section)? [l:gigadevice.com
Common Mame <e.g. server FQDN or YOUR name? [l:gigadevice.com
Email Address [1:

Fleasze enter the following ‘extra’ attributes
to he sent with your certificate request

A challenge password [1:

An optional company name []:

BT NI 2153 privkey.pem F1 mbl-req.csr. AT X4, A privkey.pem F 44 mbl-
key.pem.

> move privkey.pem mbl-key.pem

A2 MBL iE+5: > openssl x509 -req -in mbl-req.csr -out mbl-cert.pem -signkey mbl-key.pem
-CA rot-cert.pem -CAkey rot-key.pem -CAcreateserial -days 3650

13
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K 3-8. A MBL iEH

D:“workstestropenss]l x58? —req —in mhl-reg-csyr —out mhl-cert.pem —signkey mhl-ke
v.pem —CA rot—cert.pem —CAkey rot—key.pem —CAcreateserial —-days 3658

Bignature ok

lrubject=C = en,. 8T = js, L = s=2, 0 = gd, Ol = gigadevice.com, CN = gigadevice.co
m

Getting Private key

Enter pass phrasze for mhl-key.pem:
Getting CA Private Hewy

Enter pass phrase for rot-key.pem:

AT I JE A2 R mbl-cert.pem .

NSPE F4x AHEH

i NSPE #4%f: > openssl req -newkey ED25519 -new -out nspe-req.csr
& 3-9. Ak NSPE &%}

D:sworkstest>openszszsl req —newkey EDZ255%19? —-new —out nspe-regqg.cspe
Generating a ED25517 private key

writing new private key to ‘privkey.pem’

Enter PEM pass phrase:

Jerifying — Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate reguest.

What you are ahout to enter is what is called a Distinguizhed Mame or a DH.
There are guite a few fields but you can leave some hlank

For some fields there will he a default value.

If you enter '.’, the field will he left blank.

Country Mame (2 letter code> [AUl:zcn

State or Province Mame (full name) [Some—Statel:js

Locality Hame <(eg. city> [l:s=z=

Organization Mame (eg. company? [Internet Widgits Pty Ltdl:gd
Organizational Unit MName {eg. section> [1:

Common Mame (e.g. server FGQDN or YOUR name?> [l:gigadevice.com
Email Address [1:

Pleaze enter the following ‘extra’ attributes
to be sent with yvour certificate request

A challenge password [1:

An optional company name []1:

IBAT 4153 privkey.pem F1 nspe-req.csr. A 1 X7y, AT privkey.pem 4N nspe-
key.pem.

> move privkey.pem nspel-key.pem

A2 NSPE iE+5: > openssl x509 -req -in nspe-req.csr -out nspe-cert.pem -signkey nspe-
key.pem -CA mbl -cert.pem -CAkey mbl-key.pem -CAcreateserial -days 3650

14
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3.3.3.

&l 3-10. A% NSPE iE+

D:~workstest>openss]l x5@? —req —in nspe—reqg-csr —out nspe—cert.pem —signkey nspe
~key.pem —CA mbl-cert.pem —CAkey mbl-key.pem —CAcreateserial —days 3658

Signature ok
ubject=C = cn, 8T

Getting Private key
Enter passz phrase for nzpe-key_pem:
Getting CA Private Key
Enter passz phrase for mhl-key.pem:

BT I JE 42 R nspe-cert.pem .

Fk e B A

gigadevice.com

FRI T & SR %SDK %\config\config_gdm32.h, .~ & 3-11. A& L. A< 3CAF5 HY
B, S —BUR e, 55 BUE SRAM HIR, 55 =BE FLASH R, SBIUBGR A .
FAA] DUARE I H A S2BR T EREATICE . FRVEA “Keepunchanged!” AT ARREIEEL, X &>

FE R SR E I

HEZANTPATFEF BT PR BiE. BT, #SHRXA . i, SRAM
FLASH #t %I i1l R 75 BB SOX — N 3.

A 3-11. FRIBCE T4

1 /* REGION DEFINE */

2 #define RE_FLASH_BASE_S

3 #define RE_FLASH_BASE_NS

4  #define RE_SRAM_BASE_S

5 #define RE_SRAM BASE NS

&

7 /* SRAM LAYOUT */

8  #define RE_SHARED_DATA START
9  #define RE_MBL_DATA_START
18  #define RE_PROT DATA START
11 #define RE_AROT DATA START
12 #define RE_NSPE_DATA START
13
14 /* FLASH LAYEROUT */
15 #define RE_VTOR_ALIGNMENT
16  #define RE_SYS_SET OFFSET
17  #define RE_MBL_OFFSET
18 #define RE_SYS_STATUS OFFSET
19 #define RE_IMG_@_PROT_OFFSET
26 #define RE_IMG_@_AROT_OFFSET
21 #define RE_IMG_@_NSPE_OFFSET
22 #define RE_IMG_1 _PROT_OFFSET
23 #define RE_IMG_1_AROT OFFSET
24 #define RE_IMG_1_NSPE_OFFSET
25 #define RE_IMG_1_END_OFFSET
26  #define RE_SST_OFFSET
27 #define RE_AUDIT_OFFSET
28
20 /* FW_VERSION */
3@ #define RE_MBL_VERSION
31 #define RE_PROT_VERSION
32 #define RE_AROT_VERSION
33 #define RE_NSPE_VERSION
34

gxacCeeooaa /% lKeep
@xe8eecoaa /* lKeep
gx380e000a /* lKeep
Bx20080808 /* lKeep
axe2e8 /* Keep
axenee /* lKeep
BxBA20

axEgee

BxEBBe [/ Ox4Bes
Bx288 /* lKeep
Bxe /* !Keep
Bx1608 /* lKeep
Bxapee

gxAgee

Bx3A080

Bx3AB88 [/ OxAese
gxFaees

Bx120060

gxl2e@g@ // exleeess
@x1Deeae

@x1F5e00

Bx1FFece

@xaleeceaa

gxaleecoaa

gxegeeceal

gx@leecoaa

unchanged!
unchanged!
unchanged!
unchanged!

unchanged!
unchanged!

unchanged!
unchanged!
unchanged!

15
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3.3.4. AIHATIEFFAE A
F1H%SDK%\ MultiProject.uvmpw, 4% %|—=4> Project, {k/X/& MBL. PROT # NSPE. &
W Ih4a Pk 2 J5, T DR & Bt B 343 2 R AXF SCF, B mbl.axf, prot.axf £l nspe.axf.
X AN SR T T A 5775 23 FH R4t AR — i ST A
3.3.5. AT PATIEFF R 3%

BT HATRE P25 10 B AR 2 N AXF SCHFRAE AT BA R #081 FLASH 3247 19— 3k il SR ek HEX
A, RN RSO S T B A E AR, R EE, WIS E .

R AR B B R 40T, W DA BB RN . HERE R O A AE afterbuild
FIA T SEEL, G FEHERR In 2 L BhIsAT, AR A A A

BEEHA
%SDK% \ scripts \ imgtool \ H g % T —%H Python 5 & ff/h T A.

imgtool.py: AR PATFE P I ki SO B AR 5, B UE 1
hextool.py: K il SC{F 564 Intel HEX, 5 B A JLINK T3
aestool.py: Xf i U 4T AES-CTR hn#

sysset.py: Ak System Setting ) il S 14 sysset.bin.

HEIRE
LLNSPE Jffil, BfAEFEAT:

W E e AXF SR k] BIN SCP
- > C:\Keil vS\ARM\ARMCC\bin\fromelf.exe --bin --8x1 --bincombined --
output=.\freertos \nspe.bin .\freertos\output\nspe.axf
By nspe.bin UINEAFE BANE T
- > python %IMGTOOL% sign --config %CONFIG_FILE% *
-k %CERT_PATH%\nspe-key.pem "
-P %KEY _PASSPHRASE% "
-t "NSPE" *
--cert %CERT_PATH%\nspe-cert.pem
\freertos\nspe.bin "
%OUTPUT_IMAGE_PATH%\nspe-sign.bin
- HH%CONFIG_FILE %t &2 15 %SDK%\config\config_gdm32.h, 7 £H 2% [ £F 3k ER A

B B R S
- nspe-key.pem /2 NSPE X FHIEF /N AE ¥ NSPE #A8H, HIok4: NSPE
[ %5 44

- “12345678” {1 E X MBL PEM #] JF %4
- “NSPE” jfia4ui it Ra, Hibitf “MBL”, “PROT” A1 “AROT”;
- nspe-cert.pem /& NSPE % %5 AHIEF /N1 A2 B NSPE iE+S .

B E A (AT,
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3.4.

3.4.1.

3.4.2.

- > python %AESTOOL% --c %CONFIG_FILE% *
-t "IMG_%INDEX%_NSPE" A
-i %OUTPUT _IMAGE_PATH%\nspe-sign.bin *
-0 %OUTPUT_IMAGE_PATH%\nspe-sign%AES_SUFFIX%.bin *
-k %AESK%
- H T i E kA o hk AR b ot B ds . X H R §5 "IMG_%INDEX%_NSPE" 3% Y
M%CONFIG_FILE %R FIAH B o] BATFE 7 i a fm AL Mok, AF A TH 2 s
- %AESK%shn#E %, FEIRFER ] EFUSE (1) AESK {RFF—2.

B O HEX SO (i, i EIET JLINK SR ED;,

- > python %HEXTOOL% --c %CONFIG_FILE% *
-t "IMG_%INDEX% NSPE"
-e %SREC_CAT% *
%OUTPUT _IMAGE_PATH%\nspe-sign%AES _SUFFIX%.bin »
%OUTPUT _IMAGE_PATH%\nspe-sign%AES _SUFFIX%.hex

- [FAL, EI"IMG_%INDEX%_NSPE"Z M M %CONFIG_FILE % & AH R 1) AT $ AT
FE P R th fm e bk A b, 75 30 [ R A7 R 2 6) i 5

- B4 LR nspe-sign-aes.bin £47%SREC_CAT% (srec_cat.exe), ik Intel
HEX & 230 nspe-sign-aes.hex.

5 NSPE )&t 255t FEAH L , MBL [ 3518 75 Z N — 28, w2 S 4 ik sysset.bin, 245 FR mbl.bin
EAE— N mbl-sys.bin 2 J5 AT L F#RAE .

AfterBuild 2

AR, SALESA Project H 3 RN xxxx_afterbuild.bat H 547 T, 1 NSPE, #f
DL AH S I nspe_afterbuild.bat Sk E LA it 2.

2ffi H KEIL 4 BF1X 2% Project I, 2% H 3I7E S 1% 5 4T xxxx_afterbuild.bat SCfF, H 356 B[]
PREHE, A3 BRI R b Spk.

B 3T R

TTRITA

gentool.py: REEfRId (B AT R, A B TR .

TSR

m A
- python gentool.py --config ..\..\config\config_gdm32.h --sys_set ..\images\mbl-
sys.bin --nspe_0 ..\\images\mp-sign.bin --prot_1 .\images\prot-sign.bin --

nspe_1 ..\images\nspe-sign.bin -o ..\images\image-all-release.bin
- W EATEA EIER, 72 Window Command 44 & T HHUT L i . 78
PAT 220, 75 ESEO A SDK FrA AT ATRERF B JRRE SR A A 7 0 ] 25
4 J5 433 mp-sign.bin #2 11 #]%SDK% \ scriptsiimages \ H=%F, #XJ5# Command
17
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T ) H s 11431 %SDK % \ scripts \ imgtool \, $47 LA _E 4RI,
LIRS &3)

- > python %GENTOOL% --config %CONFIG_FILE%
--prot_0 %OUTPUT _IMAGE_PATH%\prot-sign.bin *
--nspe_0 %OUTPUT_IMAGE_PATH%\nspe-sign.bin *
-0 %OUTPUT_IMAGE_PATH%\image-%VERSION%.bin

T+ %7 nspe_afterbuild.bat fiIA th 2> 5 3h 4 ik
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4,

[ 4 2%

fE KA SDK Bt I ota_demo.c, MK H CH OTA fUSH, "TAS% . EAR
B EE s g 7 — > HTTP edsas, IROBEAHRAE 1 ks as L.

F P AT OB AS SO Sk )22 DOWNLOAD_URL 3R 58 S0 [E 4 BT 7E H S fOBE Be b, 3 [
e 443858 13 1 ) ota_demo(bin_name )% iditEk .

] LA IR B TH IR R

1)

2)
3)
4)
5)
6)
7)
8)

9)

WA B SEE 4RTIE AT IMAGE & 0 362 1, W42 0, W HRESMEN 1, K
Z N 0;

WA IR HTTP k%5 #5157 TCP &4

W% M RS 2% 1% HTTP Request;

Jik 45 %81 . HTTP response 200 OK, Kj IMAGE [& {443 F &2 H K

VA WO TR MR S 5 F R H bR S A B A, KK 7 B 2 5 i FLASH;

JI 55 A5 A5 [ A BB AR A5 TR S, Rk [ AR B R AR B A 5

WA W BRI AN J5, SR H PR S A7 B 1 FLASH 28 THE AR I A HEAT L

WU I AR H AR B S 47 B 1) Image Status & NEW, 4#(izfTALE ) Image Status
2 Old;

H

10) MBL S iEHr B FEF MRE4,, WUERIGUEE, WIBkE 205 s 1T .
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5.

ZENETE

R 5-1. HHEE
YEREE BCE X H3CE XL
AROT Application Root of Trust B FHARAE AT
EFUSE One Time Program memory Rﬁ‘éi%%}ﬂ/ﬁ(ﬁ‘]ﬁﬁ%?
IBL Immutable Bootloader AN AE G| F
MBL Mutable Bootloader AR G| &
MP Mass Production BT, X AR
NSPE Non-Secure Processing Environment ez A X PATHER
OTA Over the Air upgrade T2
PROT PSA Root of Trust PSA 51T
PSA Platform Security Architecture FH AL
ROTPK Root of Trust Public Key RAEAEAH
ROM Read-Only Memory Rk
SPC Security Protection GARY
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6. & NyEd
X 61, [RAFE
RS B H3#

1.0 HIRRAR 20233 H3H
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Important Notice

This document is the property of GigaDevice Semiconductor Inc. and its subsidiaries (the "Company"). This document, including any
product of the Company described in this document (the “Product”), is owned by the Company under the intellectual property laws and
treaties of the People’s Republic of China and other jurisdictions worldwide. The Company reserves all rights under such laws and
treaties and does not grant any license under its patents, copyrights, trademarks, or other intellectual property rights. The names and

brands of third party referred thereto (if any) are the property of their respective owner and referred to for identification purposes only.

The Company makes no warranty of any kind, express or implied, with regard to this document or any Product, including, but not
limited to, the implied warranties of merchantability and fithess for a particular purpose. The Company does not assume any liability
arising out of the application or use of any Product described in this document. Any information provided in this document is provided
only for reference purposes. It is the responsibility of the user of this document to properly design, program, and test the functionality
and safety of any application made of this information and any resulting product. Except for customized products which has been
expressly identified in the applicable agreement, the Products are designed, developed, and/or manufactured for ordinary business,
industrial, personal, and/or household applications only. The Products are not designed, intended, or authorized for use as components
in systems designed or intended for the operation of weapons, weapons systems, nuclear installations, atomic energy control
instruments, combustion control instruments, airplane or spaceship instruments, transportation instruments, traffic signal instruments,
life-support devices or systems, other medical devices or systems (including resuscitation equipment and surgical implants), pollution
control or hazardous substances management, or other uses where the failure of the device or Product could cause personal injury,
death, property or environmental damage ("Unintended Uses"). Customers shall take any and all actions to ensure using and selling
the Products in accordance with the applicable laws and regulations. The Company is not liable, in whole or in part, and customers
shall and hereby do release the Company as well as it's suppliers and/or distributors from any claim, damage, or other liability arising
from or related to all Unintended Uses of the Products. Customers shall indemnify and hold the Company as well as it’s suppliers
and/or distributors harmless from and against all claims, costs, damages, and other liabilities, including claims for personal injury or

death, arising from or related to any Unintended Uses of the Products.

Information in this document is provided solely in connection with the Products. The Company reserves the right to make changes,

corrections, modifications or improvements to this document and Products and services described herein at any time, without notice.

© 2023 GigaDevice — All rights reserved
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